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CONCORD CRUSSRUADSv LLC Certified Service Di;abled Veteran Owned Business

Position Title: Security System Specialist II-Electronic Security Systems (ESS)

Number of Positions: One (1)

Salary: Commensurate with Experience

Job Location: Guantanamo Bay, Cuba

Security Clearance Required: Top Secret (TS) Security Clearance with a Single Scope
Background Investigation (SSBI) within 5 years | Sensitive Compartmented Information (SCI)
access eligible

Position Close Date: Until Filled

About Concord Crossroads, LL.C

Founded in 2003, Concord Crossroads, LLC (C3R) is a Service Disabled Veteran Owned Small
Business (SDVOSB). Headquartered in Dumfries Virginia, C3R provides innovative Global
Force Management, Intelligence Operations, and Analysis Services, Strategic Program
Management Support, Training and Development Program Management Services, Personnel
Security Services, Electronic Security Systems Operations management, analytical, and technical
solutions on military installations and federal agencies both CONUS and OCONUS. We provide
a competitive compensation and benefits package for our employees.

C3R is seeking a Security System Specialist I[I-ESS to support a Government client in a Full-
Time Contract position to work at United States Naval Base in Guantanamo Bay, Cuba. This
position is a long-term opportunity and commitment. The assignment is for a minimum of one
year due to relocation expenses and arrangements. Selected employees have the ability to
remain for a period of five (5) years. Relocation and shipment of household goods base housing,
and access to government facilities and services are included; complete details of allowances and
benefits will be provided to qualified applicants.

Job Overview

The Security System Specialist II-ESS with a Top Secret Security Clearance | SSBI within the
past five (5) years | SCI access eligibility will provide design solutions for governmental
approval through the installation, maintenance, and administration of the Electronic Security
Systems (ESS) to include Intrusion Detection Systems (IDS), biometrics, access control systems
(ACS), and closed circuit television (CCTV), in accordance with DoD and DNI policies and
industry standards. The Security System Specialist II will preferably possess a Lenel Certified
Associate (LCA) and must possess working knowledge and experience with Wonderware
Software (i.e. rebooting the system, restarting services, etc.).

Job Responsibilities
* Provide design solutions for governmental approval through the installation,
maintenance, and administration of the ESS to include Intrusion Detection Systems
(IDS), biometrics, access control systems (ACS), and closed circuit television (CCTV),
IAW DoD and DNI policies and industry standards.
* Provide recommendations for assessments, design, installation, and maintenance of
Government procured equipment.
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Provide weekly reports of service trouble tickets and recommend solutions to areas with
more than one service call per month.

Provide monthly report with the results of monitoring all JTF-GTMO Intrusion Detection
Systems (IDS) and access-controlled facilities.

Train users on equipment operation and maintenance, generate and dispense user codes,
and provide end user training documentation.

Establish a written Preventative Maintenance Procedures Plan to maximize the
operational capability of all security systems.

Conduct the installation of ESS devices compatible with the current ESS infrastructure to
include the installation of hardware, software, and the planning of any future
infrastructure or devices in accordance with ESS installation federal and local policies.
Shall troubleshoot, repair, or replace inoperable ESS devices.

Responsible for semi-annual testing of ESS devices to include testing of Intrusion
Detection Systems (IDS), Balance Magnetic Switches (BMS), and Motion Detectors.
Conduct quarterly inventory to ensure accountability and availability.

Prepare security equipment purchase requests.

Develop and establish a system to track equipment warranties and return maintenance
authorizations (RMA).

Provide input to establish and implement methods of procuring and storing a 10%
inventory of all critical ESS products.

Provide System Administration support to include the update, monitor, and maintenance
of Lenel.

Provide support in gathering and submitting necessary documentations for certification
and accreditation of security systems and software.

Job Requirements
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Must possess a current Top Secret (TS) clearance based upon a Single Scope Background
Investigation (SSBI) completed within the past five (5) years, and shall also be
determined eligible for access to Special Compartmented Information (SCI) by the
Central Adjudication Facility (CAF) or other designated adjudication authority prior to
arrival onsite.

Must have a High School Diploma; (Associate’s Degree preferably).

Must have a minimum of three (3) years of specialized experience in Electronic Security
Systems (ESS).

Must preferably have a minimum of a Lenel Certified Associate (LCA) level
certification.

Must preferably have an IAT Level Il Certification (to include: Security+, Computing
Environment (CE) and SQL Database).

Must have knowledge of Wonderware Software (i.e. rebooting the system, restarting
services, etc.).

Must have experience in all areas required for the design, maintenance, installation, and
support of automated IDS, biometrics, access control systems, surveillance cameras, IDS
fence-line, and a particular emphasis on CCTV.
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* Must possess working knowledge of governing directives, instructions, regulations, and
procedures governing the DoD Physical and Information Security Programs, the DoD and
DNI Programs for protection SCI and SCIFs.

* Must possess general understanding of the other DoD Security Programs (i.e., Industrial,
and Personnel Security Programs) and how the ESS relates.

* Must have knowledge of governing laws, regulations precedents, and directives
governing DoD security program.

*  Must have knowledge of DoD physical security program concepts and principles.

*  Must be proficient in the use of COTS and GOTS to support security systems.

If you would like to be part of our team, please apply at the Concord Crossroads, LLC
website at https://www.concordcrossroads.com/job-openings. For questions or additional
information,  please = contact = Sage  Hurd, @ Human  Resources  Recruiter,
at sage.hurd@cccrllc.com or at 703.670.8770, extension 192.
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